G'SECURE LABS

INFORMATION & CYBER SECURITY CONSULTING SERVICES
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Accurate Detection | Real Time Response | Faster Recovery

Protect Your Business Data From Known & Unkown Cyber Threats. 24X7.



Some Of Our Key Highlights
N

2 CSOC Operations EU-GDPR COMPLIANT
with 30 Experts and 20+ Strategic
10 Security Evangelists Security Partnerships

Certificates

CISSP-(ISC)2
Certified Information Systems

Secu rity Professional Trust in, and value from, information systems
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OSCP
Offensive Security
Certified Professional

Cloud
Security Professionals
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CHFI-EC-Council
Certified Hacking and Forensics
Professional

Microsoft
Security Experts

Linux
Security Experts

MDR and enhancement
projects for 100+ clients
across industries

CISA-ISACA
Certified Information Security
Auditor

SCCISP
Smart Cities and Critical
Infrastructure Security

Professional

Certified Threat Intelligence
Analyst

CEH EC-Council
Certified Ethical Hacker

ECSA-EC-Council
Certified Security Analyst

Certified Incident Handlers



’ Manage Detection and Response

Our bespoke 24x7 SOC services provides a comprehensive and complete security fabric,
covering your entire digital ecosystem from devices, networks, cloud, mobility,

communication to compliance.

G'Secure Labs Services Suite

* Consultative Remediation
* Periodic Penetration and Application Security Testing Services.
* Security Posture Assessment

* Detailed Forensics and Reporting

« Monitoring, Detection & Response * Threat modelling & Security maturity

on a 24 x 7 basis backed up by model consultation

SLA’s for critical network assets & * Red Team Services

applications. * |AM Security Services

* Security incident management and « Blue Team Services.

response by team of experienced

* Integration with best suited SIEM

and qualified team members. technology.

> T AT SRR * Bi-weekly reports with threat logs

Orchestration pattern, response history and UEBA




Vulnerability Assessment
& Penetration Testing (VAPT)

Vulnerability Assessment and Penetration Testing is an
important step towards a proactive cyber security approach.
Our comprehensive assessment approach helps
organizations to measure their attack surface and exposure

to cyber threats.

Application Security Testing (AST)

p
» White/Black box testing

* Outside to inside Approach
* Source code analyzation in run mode

* Simulation tests DYNAM |C

* Mock Behavior Tests
» Web vulnerability test AST
* Insecure data storage

» Thorough analysis of data flow with 20+ test cases to

detect dangerous loopholes
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* White box testing

* Earlier detection of vulnerability in the SDLC

* Source code analyzation without app execution STATI C

* Inside to Outside Approach

* Network layer analysis AST

* Insecure data storage

» Thorough analysis of data flow with 20+ test cases to
detect dangerous loopholes
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("« White box testing

* Broken Authentication Tests
* Input vs Output Tests

* Memory leakage check API
* Security Misconfiguration Tests
* Insecure data storage TEST' N G
* Injection Tests

* Broken Object Tests

* Thorough analysis of data flow with 20+ test cases to
\_ detect dangerous loopholes




Governance, Risk and
Compliance Management

Our bespoke audit and compliance services ensure

Compliance

that your organization remains compliant with global
data protection and cyber security frameworks such as

GDPR, HIPPA, NIST, SANS, ISACA and more.

Risk

Management Governance

Cloud Security Services:
Holistic Cloud Defense A Complete Cloud
Security Suit

Our next generation cloud security solutions help in augmenting cloud security practice to next
level. Out team of expert cloud security architects enable greater visibility to security for cloud
hosted applications, laaS, PaaS and mitigate the problems related to shadow IT and rogue

connections.

Dark Web Monitoring: Brand Security

Domain

VIP Identity Theft detection . abusezetection . Email domain Security
Monitoring coverage of DNS Records, . ‘ ‘ . Insignia Protection & risk
Social Media, Messaging Platforms, . mitigation

Paste Sites, Mobile App Stores and Open
Apps.

Monitoring of Dark web,
Closed Forum, deep web ‘
and Onion sites.

Data leakage
‘ monitoring and tracing

Dark Web Monitoring
Brand Security

Brand impersonation
/ Fake Identity

Industries specific
threat monitoring



OUR GLOBAL PRESENCE
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About Gateway Group of Companies

Gateway Group, established in 1997, operates independently under ®

the guidance and supervision of its Board of Directors and @
Shareholders. It comprises companies focused on Disruptive e

Innovation, Industry Oriented Technology Consulting, Software Gateway Grol P

Platforms, and IT Services. S SRR S IGS e Selmelm

Head Offices:

= The Netherlands India

Maria Montessorilaan 3, 8th Floor, Corporate House,

2719 DB Zoetermeer Bodakdev, Ahmedabad - 380054

Phone: +31 (0) 79 3200 980 Phone: +91 79 2685 2554
G’'SECURE | ARS & www.gsecurelabs.com

INFORMATION & CYBER SECURITY CONSULTING SERVICES

A GATEWAY GROUP COMPANY Y COI‘ISU|t@gSGCUI’e|abS.Com




